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Internal financial audits within enterprises are beneficial for planning the operations of enterprises and enhancing their market competitiveness. In
this study, the random forest (RF) algorithm was combined with the back-propagation neural network (BPNN) algorithm to improve financial risk
recognition and auditing accuracy. The RF algorithm was used to screen the main financial risk indicators, and the BPNN algorithm was employed to
identify the financial risk. The RF algorithm calculated the importance of financial risk indicators in the simulation experiment. Then, the performance
of the RF algorithm, traditional BPNN algorithm, and the improved BPNN algorithm was compared. The results showed that the RF algorithm effectively
screened out the characteristics of important financial risk indicators. Compared with the single RF algorithm and the single BPNN algorithm, the

improved BPNN algorithm had better recognition accuracy and shorter recognition time.
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1. INTRODUCTION

Given the global economic integration and the rapid de-
velopment of information technology, the importance of
internal control and audit of enterprises’ financial status as
the key link of enterprise operation and management has
become increasingly prominent. Effective internal control
and audit mechanisms not only help ensure the safety of
enterprise assets and improve operational efficiency; as well
as strengthening their market competitiveness, they also
ensure that the operations of enterprises comply with laws,
regulations and policies [1,2]. However, as the scale of the
enterprise increases and the business becomes more complex,
the traditional internal control and audit methods are gradually
exposed to problems such as inefficiency, limited information
processing ability, and inaccurate risk assessment. The core
of an enterprise’s financial internal control lies in ensuring the
authenticity and integrity of financial information, preventing
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financial fraud, and optimizing resource allocation [3.4].
However, in the face of massive, complex, and dynamic
financial data, it is difficult for traditional evaluation methods
to achieve comprehensive, timely, and accurate monitoring
and analysis. Especially in large enterprises operating across
regions and departments, information silos and asymmetries
are more common, which further increases the difficulty of
financial audit risk assessment. Data mining technology,
as a product of the era of big data, can extract valuable
rules from massive data, thus providing a scientific basis for
auditing financial risks [5]. Related studies are as follows. Xu
[6] studied the multi-attribute decision problem of financial
risk management in commercial banks and verified its
effectiveness. Huang et al. [7] conducted a statistical analysis
of the shareholder relationship network and found that the
shareholder relationship can be used only as supplementary
information rather than key information when predicting bond
risk. Hao et al. [8] established a classification and recognition
model of audit risks by using the random forest (RF) algorithm
and discovered that it had high prediction accuracy and good
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robustness. This paper combined the RF algorithm and back-
propagation neural network (BPNN) algorithm in data mining
technology. The RF algorithm was employed to screen the
main financial risk indicators, and the BPNN algorithm was
used to identify the financial risk. In the subsequent simulation
experiment, the importance of the financial risk indicators was
computed using the RF algorithm. Then, the performance of
the RF algorithm, traditional BPNN algorithm, and improved
BPNN algorithm was compared.

2. ENTERPRISE FINANCIAL RISK
AUDIT EVALUATION BASED ON DATA
MINING TECHNOLOGY

The RF algorithm [9] is a data mining technology consisting
of decision trees. Its function of classifying and recognizing
sample data is to give classification results of samples through
decision trees and then carry out statistics on the results. The
RF model is constructed as follows.

(D The features involved in the samples are collected from
the original training sample set to form the sample feature
set.

@) The random sampling with replacement was performed
on the original sample set to form multiple sub-training
sets, as well as on the sample feature set [10] to form
multiple sub-feature sets. The number of sub-feature sets
is the same as that of the sub-training set, and random
pairing is carried out.

(@ The paired sub-training set and sub-feature set are used
to train the decision tree (the number of decision trees
trained is the same as the number of pairs). The
decision tree is constructed as follows: the feature that
can minimize the Gini index after the division of the
sample set is selected as the root node, and the feature
that can minimize the Gini index after the division of
the subsample set [11] is selected as the branch node
respectively. The operations are repeated to make the
decision tree grow. Then, pruning operations are carried
out on the grown decision tree [12] to avoid overfitting
of the decision tree model.

@ After all the decision trees have been trained, they
are combined, and the classification result of each
decision tree represents one vote for that category.
The final classification result is voted on. The RF
algorithm can improve its classification performance by
combining multiple decision trees. In addition to the
audit evaluation of financial risks conducted in this paper,
it can also evaluate the importance of the characteristic
indicators used to evaluate financial risks [13]. The
importance calculation formula is:
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where T is the number of decision trees in the RF, D;
is the out-of-bag sample set of decision tree ¢, Dl./ is
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the sample set after D; exchanges the j-th dimensional
feature, X; is the i-th sample, X IJ is the sample after
X; exchanges the j-th dimensional feature, P() is
the decision tree prediction function, and /() is the
indicative function, which is 1 when the decision tree
predicts correctly and 0 when it predicts wrongly.

In essence, the RF algorithm uses decision trees to classify
sample features. This process takes only the features in order
to determine the direction of bifurcation, without in-depth
analysis of the relationship between features.

Deep learning technology can mine in depth the hidden
rules in big data to improve its classification and recognition
performance. In this study, the classic BPNN [14] is used to
audit and evaluate the financial risks of enterprises. When
applying the BPNN to identify enterprise financial risk, the
relevant characteristic indicators are input to judge financial
risk, perform forward calculation in the hidden layer, and
output the classification result. If it is in the training stage, the
output result is compared with the actual result, and the gap
between them is used to reversely adjust the parameters in the
hidden layer.

When using the BPNN to evaluate enterprise financial
risk, the selection of characteristic indicators used to judge
enterprise financial risk is very important. Although some
characteristic indicators are related to financial risk, they may
have little impact but will affect the efficiency and accuracy
of calculation. Therefore, for this study, the RF algorithm
was used to screen the financial risk indicators and then the
screened indicators were used for training and testing. The
specific steps are as follows.

(D Appropriate early warning indicators are selected.

Q) The data samples are collected according to the selected
indicators.

@ The collected samples are divided into two categories
according to whether there is financial risk. Then, in
order to avoid the adverse impact of size imbalance
between the two types of samples on the algorithm
training, the synthetic minority oversampling technique
(SMOTE) algorithm [15] is used to upsample the
relatively smaller set of samples and increase the number
of samples.

@ According to the steps specified above, training samples
are used to build a RF model, and then the model is used
to evaluate the importance of financial risk characteristic
indicators. Non-important indicators are screened out.

(5 The selected feature indicators of the training samples
are input into the BPNN for forward calculation. The
forward calculation formula of the hidden layer of the

BPNN is:
n
oj=f (Z wiXi — b) : )
i=1

where o0; is the output vector of the hidden layer, b is
the adjustment item of the hidden layer, and f( ) is the
activation function of the hidden layer.
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Table 1 Relevant indicators.

Type of indicator Level-one indicator Level-two indicator No.
Financial indicators Solvency Current assets ratio X1
Cash ratio b
Asset-liability ratio X3
Quick ratio X4
Equity ratio X5
Profitability Net assets income rate X6
Net interest rate on total assets X7
Stock yield rate X3
Rate of return on invested capital X9
Rate of return on human input X10
Operational capacity Cargo turnover rate X11
Total asset turnover rate X12
Accounts receivable turnover rate X13
Current assets turnover rate X14
Fixed assets turnover rate X15
Development capacity ~ Year-over-year revenue growth X16
Net assets growth rate X17
Total assets growth rate X18
Net profit growth rate X19
Monetary fund growth rate X20
Non-financial indicators ~ Ownership structure The shareholding ratio of the largest  x71
shareholder

Legal liability

The comparison of the shareholding  x2>
ratio between the first and second

shareholders
Major litigation X23
Major violation X204

(6 The distribution probability of the result label is
computed using the vector calculated forward by the
hidden layer and the softmax function [16] in the output
layer. The classification result is output according to the
probability.

(@ If it is in the training stage, the calculated result label is
compared with the actual result label of the sample. In
this paper, cross entropy is used to measure the difference
between them. When the difference converges to
stability, the training is over. Otherwise, the parameters
in the hidden layer are reversely adjusted according to
the difference, and then step (5) is repeated.

3. SIMULATION EXPERIMENT

3.1 Experimental Data

Given the difficulty sometimes encountered when collecting
sample data from companies, the crawler program was used to
crawl the financial report data of listed enterprises (excluding
the insurance and financial industry) from the official website
of the stock exchange. The relevant indicators for early
warning of financial risk are shown in Table 1. After using
SMOTE to balance the quantity, the number of risk and risk-
free report samples was the same.
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3.2  Experimental Setting

In order to verify the classification performance of the
proposed algorithm, it was compared with a single RF
algorithm and a single BPNN algorithm. The relevant
parameters of the improved BPNN algorithm and two other
algorithms are shown in Table 2.

3.3 Evaluation Criteria

_ _TP
P=r1pirn
_ _ TP
R= 19177 3
_ 2.PR
F=%

where P is the precision ratio, R is the recall rate, F is the
combined value of the precision ratio and recall rate, T P
represents the number of true positive cases, F'P represents
the number of false positive cases, F'N represents the number
of false negative cases, and T N represents the number of true
negative cases.

3.4  Experimental Results
The RF algorithm was used to analyze the importance of

indicators required for financial risk audit. From the results
shown in Figure 1, it can be seen that different risk audit
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Table 2 Algorithm-related parameter settings.

Parameter Setting Parameter Setting
RF model Number of features within the 7 Number of decision trees 120
sub-feature set
Maximum tree depth 12 Minimum number of samples 1
for leaf nodes
Minimum number of samples for 2
branch nodes
BPNN Input layer 16 nodes Hidden layer 32 nodes
Output layer 2nodes  The activation function in the Sigmoid [17]
hidden layer
Number of training 200
Stage 1
l;m;l - ;ss_ T

»— o—|

Input image VGG-19

Figure 1 Relative importance of financial risk audit indicators.

Table 3 Classification performance and average time consumption of three financial risk auditing algorithms.

RF  Traditional BPNN Improved BPNN
Precision 0.756 0.899 0.988
Recall rate 0.758 0.897 0.986
F 0.757 0.898 0.987
Average time/s  3.67 1.98 1.37

indicators have different levels of importance, among which
the current asset ratio is the most important, followed by
the cash ratio, cargo turnover rate, and net interest rate on
total assets. The indicators with importance lower than 0.1
include the shareholding ratio between the first and second
shareholders, rate of return on human input, quick ratio, equity
ratio, and rate of return on invested capital. In this paper, when
training the BPNN algorithm, indicators with importance less
than 0.1 were screened out to improve the efficiency of the
BPNN algorithm.

The classification performance and average time consump-
tion of the improved BPNN, RF, and traditional BPNN
algorithms are shown in Table 3. It can be seen that the
financial risk identification of the RF algorithm is the least
accurate and took the most time; the accuracy and time
consumption of the traditional BPNN algorithm for financial
risk identification are in the middle; the improved BPNN
algorithm has the highest accuracy in identifying financial
risks and takes the least time.

The partial evaluation results of the three financial risk
audit algorithms on the financial risks of enterprises and the
corresponding expert audit results are shown in Table 4. Only
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the improved BPNN algorithm has the same audit results as
those obtained manually by experts, while the audit results of
the other two algorithms are different, and the audit results of
the RF algorithm are the most divergent.

4. CONCLUSIONS

This paper integrated the RF algorithm with the BPNN
algorithm. The RF algorithm was used to screen the main
financial risk indicators, and then the BPNN algorithm
was used to identify the financial risk. In the simulation
experiment, the RF algorithm was used to calculate the
importance of financial risk indicators. Then, the performance
of the RF algorithm, the traditional BPNN algorithm, and the
improved BPNN algorithm were compared. The results are
as follows. The results for the RF algorithm showed that the
ratio of current assets was the most important, followed by the
cash ratio, the cargo turnover rate, and the net interest rate on
total assets. The indicators with an importance less than 0.1
were the shareholding ratio between the first and second
shareholders, the rate of return on human input, the quick
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Table 4 Results of expert audit of financial risks of some enterprises and results of three financial risk audit algorithms.

Enterprise No.  Audit results of Audit results of

Audit results of Audit results of

experts the RF algorithm  the traditional the improved
BPNN algorithm  BPNN algorithm
11 Risk-free Risky Risk-free Risk-free
19 Risk-free Risky Risky Risk-free
42 Risky Risky Risky Risky
51 Risky Risk-free Risk-free Risky
67 Risk-free Risk-free Risk-free Risk-free

ratio, the equity ratio, and the rate of return on invested capital.
The improved BPNN algorithm had the highest accuracy in
identifying financial risks and consumed the least time. The
improved BPNN algorithm had the best alignment with the
audit results obtained by experts, while the RF algorithm had
the worst.
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