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Computer vision is being widely used today, but due to the inadequacies of computer vision systems, security issues have become a serious challenge.
In this current study, a computer vision security model based on machine learning and artificial intelligence (Al) networks was constructed to improve
the security and robustness of existing computer vision models, and provide effective solutions for computer vision problems in practical application
scenarios. Moreover, the technology application of machine learning and Al network in the construction of computer vision security model was
analysed to build a computer vision security model with four parts: data acquisition, data pre-processing, network construction and model training.
Three real-life cases were selected for experimental analysis to verify the advantages of the proposed model. The accuracy, precision and recall of
100 facial samples using a computer vision security model constructed using machine learning and Al network technology were compared with those
using traditional computer vision security models. According to the results, the accuracy, precision and recall of the proposed computer vision security
model improved by 18%, 16% and about 18.2%, respectively. These findings indicate that the computer vision security model based on machine
learning and Al networks constructed in this paper offers significant advantages in terms of object detection and good performance. The proposed
model is of great relevance for the current security issues facing computer vision systems, providing new ideas and methods for research and practice
in computer vision security.
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1. INTRODUCTION

vision security model is particularly important. Building a
computer vision security model by collecting relevant data

Today, digital video and images are collected and used more
widely in all walks of life, such as video surveillance systems,
autonomous vehicles and social media. With the emergence
of a large amount of visual data, how to analyse these data
effectively, quickly and automatically has become a major
challenge. To address these needs, the building of a computer
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in this field has become an important direction of current
research and application.

With the development and maturity of computer technol-
ogy, the development of computer vision technology has
also received the attention of many scholars. Zhao believed
that in recent years, computer vision has seen an amazing
growth, which is driven mainly by the progress made in the
field of convolutional neural networks, and focused on the
application of machine vision methods to network security
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to detect attacks or devise security solutions [1]. Sood
introduced various technologies based on computer vision
and machine learning, and comprehensively reviewed food
safety using computer vision and statistical methods to meet
people’s needs for healthy foods [2]. Yang believed the
accurate, safe detection of blast furnace bearings to ensure
equipment safety is a great challenge, and he proposed a
computer vision technology based on sensor data and a
hybrid deep learning method as a solution [3]. Arabi analysed
a computer vision solution for engineering vehicle detection
based on deep learning, which improved the accuracy of
vehicle detection [4]. Abbas believed vehicle detection is an
important function in the design of an intelligent transporta-
tion system, and he used computer vision to review vehicle
detection comprehensively, emphasized the advantages and
disadvantages of existing technologies, and made a valuable
contribution to the field of vehicle detection [5]. Computer
vision technology has great advantages in security detection,
but it is not yet technologically mature, and further analysis
of computer vision security detection needs to be conducted
using new technologies.

With the development of computer vision, it is gradually
being integrated with other fields and disciplines to leverage
its unique advantages. Many experts have analysed the
integration of machine learning. Wiley found that computer
vision security has been integrated with many disciplines and
fields. He reviewed the latest technologies and theoretical
concepts of computer vision security, and explained the
development of computer vision, especially the use related to
image processing [6]. Sadeghi believed machine learning has
achieved great success in many computer vision and language
processing applications, but it is extremely susceptible to
adversarial attacks. He applied machine learning to classi-
fication in wireless signals and proposed practical methods
for creating white box and universal black box adversarial
attacks in applications [7]. Yadav proposed an efficient
method using machine learning and computer vision to focus
on automatic monitoring of personnel to detect safe social
distance and mask wearing in public places to create a safe
environment that contributes to public safety [8]. Machine
learning has many applications in computer vision, but it
has not yet been analysed in helping computer vision build
security models.

Artificial intelligence (Al) is an indispensable technology
in modern intelligence development, and its combination
with various fields has shown its unique advantages. The
perspective of its combination with computer vision has at-
tracted some scholars’ analysis. Hansen believed the accurate
marking of source data is still the rate limiting step of such
projects, which is a difficult, inefficient and time-consuming
process. He explained the new Al driver software greatly
reduced the time required for marking in computer vision
security [9]. Sharrab believed availability is one of the three
main goals of information security. He utilized an Al-based
computer vision system with multi-objective functionality to
achieve video communication, adapting video live streaming
to limited network bandwidth and limited power, thereby
helping improve system availability [10]. Singh believed
virtual fences have certain effects on monitoring people,
vehicles and their movements. He proposed a computer-
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vision-based virtual fence security system based on Al,
which improved the security performance of computer vision
[11-12]. In response to various problems, the performance
of computer vision systems utilizing Al technology has been
improved in various respects, but its use for the construction
of security models has not yet been addressed.

This paper aims to construct a computer vision security
model that adapts to network changes based on machine
learning and Al networks. By utilizing machine learning and
Al methods, adaptive security models can be generated and
effectively respond to network changes. This model greatly
improves the security and efficiency of the computer vision
field, and is of great relevance for research and application in
related fields.

2. BUILDING MODELS FOR
COMPUTER VISION SECURITY

2.1 Methods for Building Computer Vision
Security Model

2.1.1 Machine Learning

Computer vision, as an important field of Al, focuses on
how to make machines ‘see’ and understand the surrounding
environment, which has importance in many applications
[13]. Solving these problems often involves many complex
mathematical and statistical models, and the emergence of
machine learning, especially deep learning technology, has
greatly advanced the development of this field.

In this paper, the main challenge of computer vision is
how to extract meaningful features from a large amount of
unordered pixel information. Traditional computer vision
methods rely on manually defined feature extraction algo-
rithms, but this method cannot cover all possible scenar-
i0s. Machine learning can automatically extract high-level
features by using its parameters to learn the distribution
and structure of data, greatly improving the performance of
computer vision tasks.

In the field of security, the demand for building computer
vision security models is becoming increasingly prominent
[14-15]. In the field of public safety, the monitoring
of large-scale surveillance videos in real-time is necessary
to identify suspicious behaviours or items. In the field
of biometric recognition, identifying fingerprints, faces or
irises is necessary for identity verification or permission
control. These tasks require processing a large amount of
visual data and extracting meaningful information from them.
Machine learning provides effective tools for this, as shown
in Figure 1.

Figure 1 shows the specific process of machine learning
application in building a computer vision security model.
Firstly, a large amount of data on the website is pre-
processed. A large amount of data information is on the
website, which includes various forms of information such
as text, language and images. The information is filtered and
processed to select the required data information, followed by
the data detection of the pre-processed information. The main
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Figure 2 Constructing a computer vision security model using artificial intelligence network technology.

purpose of this paper is to maintain the security of computer
vision, so identifying abnormal behaviour of the detected
object is necessary. The detection results are examined for
abnormal behaviour in the detection object, and the solution
for abnormal behaviour is to lock the detection object and
process the abnormal behaviour to convert it into safe data.
Secondly, the detected object is classified as a data security
situation if no abnormal behaviour is perceived. Then, the
methods and processes for handling abnormal behaviours are
analysed, and better solutions are sought for self-learning to
handle abnormal behaviours better and ensure the security
of computer vision. Through self-learning, machine learning
techniques are continuously optimized and upgraded through
self-learning.

In summary, using machine learning to construct a com-
puter vision security model is of great relevance for achieving
automated, efficient monitoring and preventing security risks.
The application of machine learning to construct a computer
vision security model can greatly improve the performance
and efficiency of modern security protection systems, ensur-
ing the safety of people’s lives and property.

2.1.2 Artificial Intelligence Network

In today’s information society, the application of computer
vision has become increasingly widespread [16]. Tradi-
tional computer vision methods often rely on manually-
designed feature extraction and classification algorithms,
making it difficult to handle large-scale, complex visual tasks.
With the development of Al and deep learning technology,
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especially the emergence of convolutional neural networks,
new possible solutions to these problems have emerged.
By using large-scale datasets for training, deep learning
models can automatically learn and extract features with high
representativeness, and perform complex pattern recognition
and classification through network hierarchy, as shown in
Figure 2.

Figure 2 shows Al network technology is utilised in this
paper to construct a computer vision security model. Firstly,
the purpose of constructing a computer vision security model
is determined. With the increasing attention to security and
privacy in society, the demand for effective computer vision
security models is also increasing. This model can be used for
face recognition door security, abnormal behaviour detection
and image malicious attack detection to improve security and
protect personal and public security. Secondly, through Al
technology, image and video data in computer vision systems
are collected and stored, providing sufficient data resources
for training neural networks with complex pattern recognition
capabilities. In addition, large-scale data are processed by
convolutional neural network and deep learning algorithm to
ensure the safety of data. Taking face image acquisition as
an example, the specific image data collection is shown in
Figure 3.

In Figure 3, the left side shows an example of a portrait
that collects facial information, and on the right side, part
a shows the facial information collected by the eyes of the
portrait in open and closed states, whereas parts b and ¢ show
the facial information collected by the facial expressions
of the portrait in states with and without expression. By
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Figure 3 Information collection diagram of facial recognition image data.

collecting information from multiple directions, angles and
states of the face, the accuracy of face recognition can be
enhanced, and the occurrence of security risks caused by
incorrect recognition can be avoided.

In summary, the construction of a computer vision security
model aims to provide more powerful, efficient and accurate
security solutions for computer vision systems using Al
network technology [17].

2.2 Role of Building Computer Vision
Security Model

Security models play a crucial role in data protection. The
application of security models can effectively protect the
privacy and integrity of data, providing reliable access control
mechanisms for data.

Firstly, the security model can protect the privacy of data
through authentication and permission management. By
verifying the user’s identity and assigning corresponding
permissions to them, the security model ensures that only
authorized users can access sensitive data.

Secondly, the security model can ensure the integrity and
confidentiality of data through encryption technology. Data
may be threatened by hacker attacks or malicious tampering
during transmission and storage. The application of security
models can encrypt data, making them unreadable during
transmission and storage, thereby preventing unauthorized
personnel from tampering with the data.

In addition, security models can provide effective access
control to data through anomaly detection and behaviour
analysis. By establishing a model and analysing user be-
haviour, the security model can identify abnormal behaviour
and take corresponding measures. The application of this
security model can timely identify potential data security
threats and respond to them.

Through authentication and permission management, en-
cryption technology as well as anomaly detection and
behaviour analysis, security models can effectively protect
the privacy and integrity of data, providing reliable access
control mechanisms for data. Strengthening the application
and research of security models in data protection is of great
importance in the face of increasing data security threats.
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23 Process of Building Computer Vision
Security Model

231 Data Acquisition

Data acquisition is the foundation of model construction and
requires collecting a large amount of data for training. Two
datasets are common in the field of computer vision security:
the Canadian Institute for Advanced Research (10 CIFAR-
10) dataset and the Mixed National Institute of Standards and
Technology (MNIST) dataset. Both datasets can obtain the
required data through web crawling methods.

2.3.1.1 MNIST Dataset The MNIST dataset is a large
handwritten digit database often used to train various image
processing systems. The MNIST dataset contains 60000
training samples and 10000 test samples. Each sample
is a 28*28-pixel grayscale handwritten digital image with
a corresponding label. These numbers have undergone
normalization and centralization processing. The role of the
MNIST dataset is manifested in the following aspects. The
first is in terms of benchmark testing. Due to the moderate
size and publicly available MNIST dataset, it is often used
as a benchmark for new algorithms and models. The second
aspect is the introductory research on machine learning and
deep learning.

2.3.1.2 CIFAR-10 Dataset The CIFAR-10 dataset is a
common computer vision dataset. The ‘10’ in its name refers
to the number of categories contained in the dataset. The
CIFAR-10 dataset is mainly used for the recognition of multi-
category objects, and it is widely used for the benchmark
test of computer vision, such as image classification, object
detection and other tasks, as shown in Figure 4.

Figure 4 is a graphical representation of the testing method
for the CIFAR-10 dataset. The CIFAR-10 dataset contains
60000 32*32-pixel colour images, of which 50000 are
training sets and 10000 are testing sets. These images are
divided into 10 categories, namely, aircraft, cars, birds, cats,
deer, dogs, frogs, horses, ships and trucks, each with 6000
images.

The CIFAR-10 dataset has a wide range of applications
and important roles in the field of computer vision. Firstly,
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Figure 4 Graphical representation of the testing method for the CIFAR-10 dataset.

in terms of algorithm evaluation and comparison, because
the CIFAR-10 dataset contains multiple types of images and
has training and testing sets, it is often used for algorithm
evaluation and comparison.

2.3.2 Data Training

With the development of technology, computer vision and
Al have increasingly become important tools in the field
of security [18]. Whether surveillance cameras in the field
of public safety or facial unlocking functions on personal
devices, a large amount of visual data needs to be processed
and analysed. Computer vision security also faces many
challenges, so the training and optimizing of models is
particularly important. Moreover, data training for computer
vision security can accurately identify and predict various
security issues, thereby achieving prevention and early
detection. For the safety of public places, computer vision
can identify individuals with abnormal behaviour. For the
security of personal devices, computer vision can recognise
user identity and prevent unauthorized access. Therefore,
computer vision security data training is of great importance
for improving the security level of society and individuals.
The following are the specific methods used for training data.

2.3.2.1 Data Pre-Processing The collected data needs
to be pre-processed using methods including data cleansing,
data format conversion, data normalization and other steps.
Amongst them, data normalization is the most used pre-
processing method because different data may have dissim-
ilar scales and distributions. If data are not normalized, the
accuracy of the model may be compromised.

2.3.2.2 Data Cleansing Data cleansing includes null
value processing, outlier processing, format consistency,
string processing, repeated value processing and other clean-
ing methods. The specific method depends on the characteris-
tics of the data and the goal of data cleansing. The identifica-
tion of abnormal data is explained in this paper. The quartile
formula for outlier processing is used to determine the
distribution of data and whether there are outliers in the data.

Calculating the lower quartile Q1: For a data set with
n observations, the lower quartile is the value of the 25%
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digit m after all observations are sorted in ascending order,
as follows:

Qr=m+1D=xm (1)

If m is not an integer, interpolation is required.
The upper quartile Q, is calculated as follows:

0, =m+1)*0.75 2)
The interquartile range Q3 is calculated as follows:

03=02—01 3)

Determining outlier: Generally, if a data point is less than
01 — 1.503 or greater than QO + 1.50Q3, it is considered an
outlier. The ‘1.5’ can be properly adjusted as needed. The
larger the value is, the higher the tolerance for outliers. On
the contrary, it is stricter. The common adjustment ratio is
1.5 or 3.

2.3.23 Data Conversion Data conversion is an impor-
tant component of data pre-processing, which is of great
importance for further data analysis and training of computer
vision security models. Firstly, it is necessary to improve
data compatibility. The conversion of data formats can
ensure the smooth transmission of data between different
systems and applications, and can be correctly parsed by the
receiving party. Secondly, to adapt the data to the needs
of analysis or modelling, many machine learning algorithms
require data to be input in a specific format. This enhances
data quality and certain data format conversion operations
can help improve the quality of the data. For example, the
cleaning and formatting of data can eliminate unnecessary
spaces, correct spelling errors and unify data formats. Then,
data compression converts the data format in some way to
compress and save the data, reducing storage space.

2.3.24 Linear Normalization Linear normalization is
a common data pre-processing method. Its purpose is to scale
a group of original data to a specific interval, usually [0, 1]
interval or [— 1, 1] interval. The linear normalization formula
is as follows:

¢ X — min(x)
" max(x) — min(x)

“)
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Figure 5 Network of computer vision security model based on machine learning and artificial intelligence network technology.

where x¢ represents the normalized data, and x represents the
original data. min(x) and max(x) represent the minimum and
maximum values of the original data, respectively.

The main advantage of linear normalization is that the
original data of different scales or units can be converted
to the same scale for comparison or further data processing.
Howeyver, linear normalization has limitations. When the new
data exceed the maximum or minimum value of the original
data, they need to be normalized again.

2.3.3 Network Construction

Security models, as an important means of protection, are
widely used in the field of network security. These models are
based on machine learning and Al networks, which can help
identify and respond to various network threats, and improve
network security and reliability, as shown in Figure 5.

Figure 5 shows the network comprising routers, wireless
networks, servers, switches and devices, making it of great
importance to the construction of a computer vision security
network. Firstly, the security model can detect and prevent
network attacks by analysing network traffic and behaviour
patterns.  Secondly, the security model can establish a
multilevel network defence system. By utilizing machine
learning and Al technologies to deploy multiple defence
nodes in the network, each node is responsible for monitoring
and defending against specific types of attacks. The security
models can also be used for automated network protection
and response. Based on machine learning and Al algorithms,
an intelligent security model can be trained, which can
continuously learn and adapt to constantly changing network
threats.

In summary, the application of security models in network
protection is diverse and extensive. By constructing models
based on machine learning and Al networks, network security
can be better protected. Network attacks can be identified and
prevented, and reliable, stable operation of the network can
be achieved.

2.34 Data Protection

This study focuses on the protection of data and uses the
Rivest Shamir Adleman asymmetric encryption algorithm to
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encrypt the data. A public key is used to encrypt the data,
which can only be decrypted when the user holds the private
key, greatly protecting the security of the data. The specific
algorithm formulas are as follows:

n=p*q )
bn)=(p—D=x(@g—1 (6)
ed =1 mod ¢¥(n) @)
c=mxe modn 8)
m=c*d modn ©)]

As shown in Formulas (5)-(9), e and n are public, and
p, g and d are confidential. p and g are two large prime
numbers, and e is the public key. 7 is the product of two large
prime numbers, and m and ¢ are plaintext and ciphertext,
respectively.

Data protection measures protect the private information
of individuals or organizations, preventing such information
from being accessed, leaked, damaged or lost by unautho-
rized persons or entities. Therefore, it plays an important role
in the construction of a computer vision security model in this

paper.

2.3.5 Model Training

Model training is the most critical and complex step in
building computer vision security models, typically using
algorithms such as support vector machines (SVM) for model
training. SVM first needs to partition the plane where the
sample data set is located according to the plane partition
formula. This partition can obtain a decision boundary with
the largest sample data set interval [19], as shown in Formula
(10).

Y=Wrx+b (10)

where Wr represents the weight of the sample, and b
represents the bias vector. Then, the distance from any data
of the sample data set in the hyperplane to the hyperplane is
calculated, as shown in Formula (11).
w b
o Wrx + b an
llwll
Then, the Lagrange multiplier method is used to obtain the
sum of the distances between the data in two different types
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Table 1 Analysis results of the effectiveness of the computer vision security model.

Number of Accuracy of abnormal Accuracy of face Average accuracy
experiments  data identification recognition

The computer vision 1 97% 99%

security model constructed 2 98% 100% 98.3%

in this paper 3 97% 99%

of sample data sets and the hyperplane, as shown in Formula
(12).

n m
L=fx)+Y aigx)+ Y bihx) (12)
i=1 j=1
where w and b in the above operations are subjected to

partial differentiation operations, as shown in Formulas
(13) and (14).

w = Zaiyix 13)
i=1
b= zm:aiy (14)

i=1

With the above operation, whether the position of the input
sample data is on the boundary of the maximum interval of
the Hyperplane can be ascertained to determine whether the
data set is a support vector.

2.3.6 Model Effect

After constructing a computer vision security model using
machine learning and Al network technology, the effective-
ness of the model needed to be verified. Taking the security
camera of a certain company as the experimental object,
different amounts of abnormal data were input three times
into the security system, and facial recognition tests were
conducted on five randomly-selected company employees
and five noncompany employees [20-21]. Abnormal data
and facial recognition data were recorded separately, and the
accuracy was calculated, as shown in Table 1.

Table 1 shows that the accuracy of abnormal data recog-
nition and facial recognition obtained by running three tests
was above 95%. After calculation, the average accuracy of
the computer vision security model constructed in this paper
was about 98.3%, which showed the recognition effect of
the proposed computer security model was good, and the
effect of the practical application of the model needed to be
determined through specific cases.

3. CASES AND EXPERIMENTS ON
COMPUTER VISION SECURITY

3.1 Cases

Machine learning and Al networks are widely used in the
construction and analysis of security modelsin computer
vision. This section explores the application of computer
vision through several case studies.
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Firstly, a deep-learning-based face recognition security
model is introduced. The model uses the deep convolutional
neural network to learn the facial feature representation
and is trained through the training data set. The security
model performs well in face recognition tasks, accurately
identifying faces and recognizing possible spoofing. This
security model based on machine learning and Al networks
not only improves the accuracy of facial recognition systems,
but also strengthens the system’s security and resistance to
attack.

Secondly, the security model for abnormal behaviour
detection based on machine learning is explored. This model
learns the feature representations of normal behaviour by
training the normal behaviour patterns in the dataset and
detects possible abnormal behaviour based on these feature
representations.

3.2 Facial Recognition Experiment

In this paper, 50 of the 100 employees were randomly
selected as experimental subjects, and then 50 noncompany
personnel were randomly chosen as control subjects. To
ensure the accuracy of the experiment, company employees
and noncompany personnel were mixed, and computer
vision security models were used to perform five rounds of
identification on 100 individuals with 10 times per round.
The experimental results were recorded, and the experimental
data were analysed, as shown in Figure 6.

Figure 6 shows the data statistics of a company’s security
camera for the facial recognition of employees and noncom-
pany personnel. Figure 6A shows the number of people who
correctly recognized the faces of company employees and
noncompany personnel. The number of people who correctly
recognized faces in the five rounds of recognition was over
94, indicating that more people correctly recognized faces,
and the recognition accuracy was high. Figure 6B shows
the number of people (below 6) who mistakenly recognized
faces as being those of company employees and noncompany
personnel. This suggests that the company’s security camera
had a higher accuracy in facial recognition after using the
established model to train the data. Figure 6C shows the
number of correctly identified employees and noncompany
personnel in the first round. Not much difference was noted
in the number of people who could correctly recognize the
faces of company employees and noncompany personnel,
indicating the model was more accurate in classifying faces.
Figure 6D shows the number of people who mistakenly
identified company employees and noncompany personnel
in the first round. The number of facial recognition errors
for company employees and noncompany personnel were
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Table 2 Statistics for abnormal data detection results.

Total number of Number of

Number of abnormal

Accuracy of

Average accuracy

detected data abnormal data  data detected detection of the detection

First time 100 10 9 90%

Second time 200 20 19 95%

Third time 300 30 27 90%

Fourth time 400 40 38 95%

Fifth time 500 50 49 98%

Sixth time 600 60 57 95% 95.95%
Seventh time 700 70 70 100%

Eighth time 800 80 78 97.5%

Ninth time 900 90 90 100%

Tenth time 1000 100 99 99%

similar, and the number was relatively small, indicating that
the model can accurately recognize faces.

3.3 Abnormal Data Detection

In this paper, a computer from a company was taken as
the experimental object. After establishing a model in this
paper, real-time detection was carried out on the computer
of company personnel, and a large amount of data was
pre-processed, followed by network construction and model
training. Then, a relatively complete computer vision secu-
rity model was constructed. However, the accuracy of the
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anomaly data detection in this model needed to be verified.
Furthermore, the detection accuracy must be qualified and
meet the company’s requirements before it can be applied
to actual production environments. Every hour, an indefinite
number of attacks was launched on the company’s computer.
The experiment lasted for 10 hours and attacks were launched
once every hour. The attacks were sequentially recorded as
the first, second, third, fourth, fifth, sixth, seventh, eighth,
ninth and tenth attacks. Every hour, 100 data and 10
abnormal data were added, as shown in Table 2.

Table 2 shows that the accuracy rates of 10 abnormal
data detections were 90%, 95%, 90%, 95%, 98%, 95%,
100%, 97.5%, 100% and 99%, and they were all 90%
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Table 3 Data statistics of computer vision security model based on machine learning and artificial intelligence networks for image detection.

Confusion matrix Detected as containing

the faces of company

Detected as not including the
faces of company employees

employees
Actually contains the faces of company 48 (TP) 2 (FP)
employees
Does not actually contain the faces of 4 (FN) 46 (TN)

company employees

Table 4 Data display after identifying action samples based on traditional action recognition algorithm models.

Confusion matrix Detected as containing Detected as not including the

the faces of company faces of company employees

employees
Actually contains the faces of company 40 (TP) 10 (FP)
employees
Does not actually contain the faces of 14 (FN) 36 (TN)

company employees

or above. The average accuracy rate of 10 abnormal
data detections was 95.95%, indicating the computer vision
security model constructed using machine learning and Al
network technology had a high accuracy rate for abnormal
data detection and can effectively maintain network security.

4. PERFORMANCE TESTING OF
COMPUTER VISION SECURITY
MODELS

In this paper, the performance of computer vision security
models constructed was tested based on machine learning
and AI networks. The evaluation indicators for model
performance testing were: accuracy, precision and recall.
The computer vision security model of a company’s facial
detection was used as the experimental object, and the
accuracy, precision and recall of the facial recognition of
the computer vision security model before and after using
machine learning and Al network technology were analysed.
In the detection experiment, 100 face samples were selected
for the security model to detect. Of these 100 image samples,
50 samples contained the faces of company employees, and
50 did not. The classification result of this model recognition
is shown in Table 3.
The formula for the accuracy rate of face detection G is:

B TP+TN
" TP+TN+FP+FN

x 100% (15)

where T P represents the actual number of face samples
containing the faces of company employees. Combined with
the computer vision security model constructed in this paper,
the number of samples containing the faces of company
employees was detected. F N indicates the facial samples
that do not actually contain the faces of company employees,
while the proposed computer vision security model can detect
the number of samples containing the faces of company
employees. F P represents the actual number of samples that
do not include the faces of company employees; however,
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the proposed computer vision security model detects the
number of samples that do not include the faces of company
employees. T N represents the actual number of samples
that do not include the faces of company employees, and
the proposed computer vision security model detects the
number of samples that do not include the faces of company
employees. Therefore, by combining Formula (15) with
the data in Table 3, the computer vision security model
constructed in this paper had an accuracy of 94% for face
detection.

The formula with a precision rate of A for facial detection
is analysed, and its formula is as follows:

A= —— x100% (16)
TP+ FP
By combining Formula (16) with the data in Table 3, the
computer vision security model constructed in this paper had
a precision of 96% for face detection.
The recall rate of R for the computer vision security model
is calculated with:

TP
R=—"
TP+ FN

According to the result obtained with Formula (17) and
the data in Table 3, the recall rate of the computer vision
security model constructed for face detection in this paper
can be calculated, with a recall rate of approximately 92.3%.

Subsequently, the face detection performance of computer
vision security models without utilizing machine learning
and AI networks was analysed, and the same 100 face
samples were used for detection. The data display is shown
in Table 4.

For determining the accuracy rate of face detection G the
formula is:

x 100% (17

40 + 36
40436410+ 14
According to the result obtained with Formula (18), the

accuracy of traditional computer vision security models for
face detection was 76%.

G = x 100% (18)
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The formula for calculating the precision rate of facial
detection Aj is:

40

= L 100%
40+10 < 0%

Al 19)
Formula (19) shows that the precision of traditional

computer vision security models for face detection is 80%.
The recall rate R; of the computer vision security model

constructed in combination with this paper is calculated as

follows:
40

© 40+ 14

The recall rate of traditional computer vision security
models for face detection was calculated with Formula (20),
and the recall rate was approximately 74.1%.

In this paper, the application of machine learning and Al
networks in computer vision security models and traditional
computer vision security models, the accuracy, precision and
recall of 100 facial samples for facial detection of company
employees were compared. According to the calculation
results, the accuracy, precision and recall of the computer
vision security model constructed in this paper improved by
18%, 16% and by about 18.2%, respectively.

R x 100% (20)

S. CONCLUSIONS

Computer vision security is of great importance in the
modern information environment, and the development of
machine learning and Al network technology provides new
solutions for such security. In this paper, the computer vision
security model constructed based on machine learning and
Al network technology shows great potential in practical
applications. By utilizing computer vision security models,
the security, accuracy and attack resistance of computer vi-
sion systems can be improved, providing strong support and
guaranteeing the security of residents’ data and information.
In the future, further research and development of these
security models can further the development and innovation
of computer vision security.
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