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This paper presents a range of holistic prevention strategies comprising hardware attack mitigations, firmware vulnerabilities management, vulnerability
patches of the operating system, malware protections, encryption solutions for communicating information, strong authentications, access permission
management, automatic systems updating mechanisms, vulnerability patches management, and the monitoring of networking and detection of
anomalies. Through practical application, the effectiveness of the protection mechanisms for loT robot security and performance has been gradually
integrated and evaluated. In addition, performance monitoring tools such as PerfMon and top have been used to log system response time and resource
consumption of an loT robot under varying system loads after security measures had been deployed. The system response time did increase slightly,
but it was still within an acceptable range, and did not have a significant impact on the performance of the system itself. Overall, the proposed holistic
prevention strategies demonstrated its ability to provide a level of security protection to the loT robot.
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1. INTRODUCTION

With the fast growth of Internet of Things (IoT) technology,
IoT robots are being used in an increasing number of areas.
However, the security threats presented by these robots are
becoming more and more visible, and cannot be neglected
[1-2]. The current traditional methods are inadequate for the
protection of network information security for IoT robots.
For instance, the security research is lagging, as it does
not allow for a timely response to newly identified security
threats, and the security design does not include systematic
protective elements. In addition, there are no established
standards and regulations that constrain systems to offer
effective security protection measures. Finally, and perhaps
most importantly, insufficient updates and maintenance leave
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the system unable to respond to future attacks. Overall
and ultimately, these issues adversely affect the security and
reliability of IoT robot systems, and there is a need for new
methods and strategies to improve their protection [3].

This study explores in detail the potential threats to
network information security pertaining to IoT robots, and
offers specific prevention methods to improve their overall
level of protection. The study deploys the following
specific techniques and methods. First, a systematic threat
analysis technique is used to determine threats that IoT
robots face in terms of security: specifically, remote attack,
data/IO breaches, malware attacks, and DDoS (Distributed
Denial of Service) attacks. Subsequently, the advanced
encryption standard (AES) algorithm encryption technique
is used to protect the confidentiality and integrity of data
during transmission and/or storage. Also, to ensure that
access permissions for each component and/or user of the
system adhere to its security policies and prevent breach of
access permissions, this study employs a dynamic access
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control policy and method defined by user roles, the cur-
rent operational context, and the minimum privileges, for
users and an even stricter set of methods for components.
Lastly, a real-time monitoring system and log analysis, and
anomaly detection methodology is employed to monitor all
activities of the system continuously and provide feedback
to administrators and authorities, enabling them to respond
to appropriately to developing security threats. Furthermore,
this study emphasizes the accessibility and space of updates
and vulnerability fixes of IoT robot systems in response
to the dynamic threat landscape related to security. Fully
utilizing these specific technical methods, this study demon-
strates not only a comprehensive and adaptable security
protection premise, in a way that advances the science, but
also provides a valuable reference for future IoT security
research and implementation. Through empirical research
and performance assessment, this study demonstrates that
the proposed methods can enhance system security and
reliability, ultimately providing a solid basis for the secure
operation of IoT robots in a complex networked environment.

2. LITERATURE REVIEW

In current research, scholars have explored from multiple
perspectives the potential threats posed by IoT robots to
network information security. Previous research has focused
mainly on describing the types of attacks and threat sources
that IoT robots may face, such as remote intrusion, malware
infection, etc. [4-5]. Szynkiewicz proposed a behavior
recognition method based on deep learning, which achieved
automatic detection and alarm of abnormal behavior of IoT
robots. By using deep neural network models for real-
time monitoring and analysis of robot operation behavior,
abnormal behavior could be detected in a timely manner,
improving the system’s security response capability. How-
ever, this method still faced challenges of high computational
resource consumption and further improvement in model
generalization ability when dealing with large-scale data and
complex network environments [6]. Malsa investigated the
use of blockchain technology in securely authenticating IoT
robots. In order to securely verify identities and provide
traceability of data, blockchain’s distributed ledger and smart
contract technology were utilized for these objectives. Malsa
noted that the practical use of blockchain technology for
large-scale IoT applications was restricted by performance
bottlenecks and high energy consumption [7]. Kabir used
physical feature-based authentication methods, including
biometric identification recognition and hardware security
modules, for user or device verification via unique biometric
or device hardware identifiers to mitigate risks of identity
forgery and device tampering. However, this method may
not always effectively protect the privacy of biological
data, and interoperability between devices may be an issue
[8]. Khan introduced a security isolation approach via
virtualization technology, which isolated critical components
and data flows within IoT robot systems by deploying
virtualization layers. The authors reduced an attack surface
and data breaches; however, virtualization technology can
cause performance impact and reduced resource utilization
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efficiency, thus highlighting the trade-off between security
and performance [9]. These examples demonstrate both
the significant efforts and advancements made in the field
of contemporary research on security threats to IoT robots,
but they also highlight the existing technological challenges
and implementation obstacles that IoT robots will have to
overcome before any meaningful or applicable conclusions
are established. A systematic and comprehensive methodol-
ogy is needed, along with more in-depth empirical research
and appropriate response plans, in order to substantially
improve the protection mechanisms of IoT robots in network
information security in time.

To tackle the different challenges in current studies, several
researchers have applied different methods to improve the
security protection of IoT robot systems: threat analysis, real-
time monitoring system, encryption technology, and dynamic
access control. Ali proposed a threat analysis framework,
based on deep learning, which monitored and detected
abnormal behavior eyes on IoT robot systems in real-time
by training models. Yet, it proves challenging to precisely
detect and respond to complex and evolving threat scenarios
during real-world implementation and deployment of IoT
robot systems [10]. Zhu designed a real-time monitoring
system that applies distributed sensor network and real-time
data processing technology to enable prompt responses to
security-sensitive events in IoT robot systems. However,
higher resource investment and performance optimization
were required in terms of data storage and processing
capabilities [11]. Varma adopted the AES based on quantum
key distribution (QKD), which effectively protected the
security of IoT robots’ communication data, although the
long-term security of encryption algorithms and the real-time
performance of the system are still the focus of attention in
today’s development of quantum computing capabilities [12].
Pal proposed a security management strategy involving role-
based access control (RBAC), which allowed permissions
to be adjusted according to the real-time status of users
and devices. However, permission management and policy
coordination still faced challenges in large-scale deployment
and complex network environments [13]. Therefore, this
present study applies threat analysis, encryption technology,
access control, and real-time monitoring methods to propose
a comprehensive and adaptive security protection strategy for
various security threats that IoT robots may face, in order to
fill the gaps in existing research. The application of these
strategies is expected to strengthen the overall protection
level of IoT robot systems in terms of network information
security, providing valuable references for future [oT security
research and practice.

3. CONSTRUCTION OF SECURITY
SYSTEM

3.1 Construction of Threat Identification
Module at The Device Level

(1) Hardware attack protection
To prevent physical tampering and side-channel attacks,
this article deploys various hardware security technolo-
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Figure 1 Working principle and implementation flowchart of the HSM and the PUF technology.

gies. The first of the specifications is the hardware security
module (HSM), whose key advantage is that it provides
encryption and decryption functions for sensitive data,
augmenting the device’s physical safeguard capability [14—
15]. HSM uses purpose-built security chips inside the device
to ensure that even if an attacker has physical access to
the device, the data will be difficult to crack. The second
of the specifications is the physical unclonable function
(PUF) technology. PUF generates unique and non-elastic
keys from the device’s inherent physical characteristics,
further strengthening hardware safety. The operating prin-
ciple and implementation steps of the HSM and physical
unclonable function PUF technology process are illustrated
in Figure 1:

Moreover, this paper incorporates tamper-resistant sealing
technology to offer physical protection and minimize unau-
thorized disassembly of and tampering with the device. Hard-
ware components are regularly inspected and maintained so
that timely identification and repair can be carried out.

(2) Firmware vulnerability management

Firmware vulnerability management is a key step in
ensuring device security. This article employs automated
firmware analysis tools such as Binwalk and Firmware
Analysis Toolkit (FAT) to perform routine scanning and
analysis of device firmware in order to detect potential
security vulnerabilities in a timely manner [16]. The scan
is performed with the following steps:

To begin, it is necessary to run network scanning tools
that can thoroughly scan an IoT robot and associated devices,
and keep a record of all connected devices. After all devices
have been scanned, scanning parameters can be defined based
on the device type, operating system, and configuration to
account for all potential vulnerability points.

Vulnerability scanning tools are used in a proactive manner
to automatically identify known vulnerabilities in operating
systems, applications, and firmware. Once scanning is
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completed, results are evaluated and categorized. The
steps include: exporting reports from the scanning tool(s),
including relevant details such as vulnerability description,
scope of impact, common vulnerabilities and exposures
(CVE) number, etc.; using the common vulnerability scoring
system (CVSS) scoring criteria to rate each vulnerability, a
score of high, medium, or low; classifying vulnerabilities
according to severity and scope of impact for remediation
categories.

To resolve identified vulnerabilities in a timely manner,
we execute auto-updates of device firmware remotely using
Over-The-Air (OTA) technology, and develop associated
repairs for a classified vulnerabilities category.  High-
risk vulnerabilities are prioritized for repair using mostly
patch updates or configuration adjustments or access control.
Temporary remediation measures must be taken for high-risk
vulnerabilities that cannot be repaired immediately, including
isolation using network segmentation or temporary access
control. Medium-risk vulnerabilities are repaired following
high-risk vulnerabilities and are addressed mainly through
patch management or configuration optimizations. Low-
risk vulnerabilities are repaired after high-risk vulnerabilities
and medium-risk vulnerabilities have been repaired, and can
be managed Biswal through routine updates and regular
maintenance.

After the repair is completed, it is necessary to conduct
a vulnerability scan again to verify the effectiveness of the
repair. The specific steps are: use the same vulnerability
scanning tools to rescan the repaired system and confirm
that the repaired vulnerabilities no longer exist; compare the
rescan results with the initial scan results to ensure that high-
risk and medium-risk vulnerabilities are effectively repaired
and that low-risk vulnerabilities are reduced or eliminated;
finally, record and archive the repair process and results, and
generate a vulnerability repair report to provide a basis for
subsequent audits and security assessments.
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The vulnerability repair rate is calculated with For-
mula (1):
Vulnerability repair rate =

Number of vulnerabilities repaired x 100% (1)

Total number of vulnerabilities discovered

By regularly scanning and repairing vulnerabilities and
monitoring changes in vulnerability repair rates, the continu-
ous improvement of system security can be ensured.

3.2 Construction of Threat Protection
Module at The Software Level

(1) Operating system vulnerability patching

To ensure the security of the operating system, this study
uses an automatic patch management system to regularly
check and install the latest security patches. By configuring
system update policies and setting up scheduled tasks, this
ensures that the operating system will be able to obtain and
install patches in a timely manner. Furthermore, the security
benchmark of the Center for Internet Security (CIS) was
taken into account in order to audit the operating system to
verify that its configuration aligns with best practice security
protocols, and make adjustments according to the outcomes
of the audit to mitigate the exposure vulnerabilities [17].

(2) Malware protection

Antivirus software and a signature-based and behavior-
based firewall are employed to protect the system from
malicious software. Antivirus software works by either
removing malicious software that has been identified, or real-
time monitoring orbeyond installing softwareregular scan-
ning. Firewalls classify the network access control policy
to prevent suspicious traffic entering the system. If an outer
layer of machine learning-based intrusion detection system
(IDS) and intrusion prevention system (IPS) is connected,
together with the long short-term memory (LSTM) deep
learning system, then this would promptly detect attacks
based on intrusion data [18—19]. The steps are as follows:

Data collection and preprocessing:

In the data collection and pre-processing stage, first, the
network traffic collection tools are used to collect all traffic
data in the IoT robot network environment. Subsequently,
the collected traffic data is processed to eliminate redundant
information and noise whilst retaining important attributes
including source IP, destination IP, port, protocol type, and
packet size. Then the feature extraction tools are used to
extract features from traffic data and create feature vectors
for machine learning mode application.

Model training and optimization:

In the model training and optimization phase, the collected
traffic data is first annotated to distinguish between normal
traffic and attack traffic, generating training and testing
sets. Next, the LSTM model is trained using annotated
data, and the model performance is optimized by adjusting
hyperparameters. During the model validation process, the
trained model is validated using a testing set to evaluate
its accuracy, recall, precision, and Fl-score. The formulas
for accuracy, recall, precision, and Fl-score are shown in
Formulas (2), (3), (4), and (5), respectively:
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TP+TN
Accuracy = 2
TP+TN+FP+FN
TP
Recall = —— 3)
TP+ FN
.. TP
Precision = —————— 4
TP+ FP
Precision x Recall
F1 — score =2 x ®))

Precision + Recall

Among them, TP is the number of correctly detected
attacks; TN is the number of correctly detected normal traffic;
FP is the number of normal traffic that is falsely reported as
an attack; FN is the number of actual attacks missed.

Real-time monitoring and detection:

During the real-time monitoring and detection phase, the
trained intrusion detection model is deployed to the IoT robot
network environment to analyze network traffic in real time.
When suspicious behavior or attack patterns are detected,
the system generates alarm information and records detailed
attack characteristics and behavior logs.

The calculation formula for attack detection rate is shown
in Formula (6):

Attack detection rate

Actual number of attacks detected
= x 100%  (6)

Actual total number of attacks

The above is the attack detection section. The positions
and working principles of the antivirus software and the
firewall in network traffic, including the transmission process
of data packets and detailed information of each node, are
shown in Figure 2:

3.3 Construction of Data Transmission
Security Measures Module

(1) Encrypted communication

To protect the confidentiality and integrity of data being
transmitted, this study adopts advanced encryption technol-
ogy. In terms of specific implementation, the AES symmetric
encryption algorithm is used to encrypt the data stream, and
AES-256-bit encryption provides extremely high security.
Meanwhile, the Rivest-Shamir-Adleman (RSA) asymmetric
encryption algorithm is used to encrypt the symmetric key,
ensuring the security of key transmission. This study
also combines the Diffie-Hellman key exchange protocol to
securely exchange encryption keys between communicating
parties, preventing the keys from being intercepted during
transmission [20]. The AES encryption algorithm flow and
RAS encryption algorithm flow are shown in Figure 3(a) and
Figure 3(b), respectively:
(2) Security protocol application

To prevent data interception and tampering, secure
communication protocols such as Transport Layer Secu-
rity/Secure Sockets Layer (TLS/SSL) are widely used [21-
22]. These protocols, by encrypting the data transmission
channel, ensure that data is not stolen or tampered with
during transmission. Moreover, this study configures the
mandatory HyperText Transfer Protocol Secure (HTTPS)

Engineering Intelligent Systems



W. BAI ET!AL.

Antivirus
(Scan & Remove Malware)

N

&
%,
,
%,
2

Intenet
(External Traffic)

Filtered Traffic

@ dyjeil Joyuow

Firewall
(Filter Traffic)

Internal Network

(Data Transmission) — User Access Wser Operations)

DS
(Detect Intrusions)

User Devices

05,

2

3 O,
o

™~

(Data Storage)

Figure 2 Positions and workflow diagram of the antivirus software and the firewall.

Figure 3 Flowchart of AES and RAS encryption algorithms.

to ensure that all data is transmitted through encrypted
channels. The identity of all the communicating parties are
verified through a digital certificate written by the Certificate
Authority (CA) that prevents man-in-the-middle attacks.

34 Construction of Device Authentication
and Access Control Module

(1) Strong authentication
In order to prevent unauthorized access, we implemented
multi-factor authentication (MFA). MFA is an authentication
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mechanism that uses more than one credential, such as
matching passwords with a hardware token, or requir-
ing a biometric feature such as a fingerprint or facial
recognition.  Specifically, the MFA mechanism operates
through the OAuth 2.0 protocol, where the user’s access
to critical system resources necessitates that they must go
through multiple authentication steps so that we provide
increased security [23]. The workflow of MFA is shown in
Figure 4:
(2) Access permission management

This study provides the foundation for strict access control
policies, role-based access control, and minimum privilege
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Figure 4 Workflow diagram of MFA.

principles, which allow only authorized users and devices to
access sensitive data and functionality. ACL and permission
management systems allow dynamic adjustments to user
permissions ensuring that each user has only necessary
minimum permissions to accomplish his or her tasks and to
minimize unauthorized access [24].

3.5 Construction of Device Update
and Maintenance Module

(1) Automatic update mechanism

To ensure the devices can receive the latest security patches
in a timely fashion, an automatic updating mechanism is
put into place. By using the Over-The-Air (OTA) method,
devices can automatically download and install a package
of updates [25]. In this study, Mender, a software update
management system, runs the entire updating process and
safeguards the security and integrity of the update process.
(2) Vulnerability patching management

This study establishes a vulnerability management pro-
cess, using the vulnerability scanning tool, Nessus, to
routinely scan the system and identify security vulnerabilities
in a timely manner. A vulnerability management system
to track the progress of vulnerability fixes is configured to
ensure all known vulnerabilities are patched promptly. The
vulnerability management process is reviewed and updated
on a regular basis to enable it to respond to emerging security
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threats and challenges [26-27]. The vulnerability patching
process is illustrated in Figure 5:

3.6 Construction of Network Monitoring
and Anomaly Detection Module

(1) Real-time network monitoring

To monitor the network activity of devices in real time,
this study uses Nagios as the network monitoring system.
These systems can detect and respond to abnormal network
behavior in real time by configuring monitoring rules and
alarm policies [28]. By monitoring network traffic, device
connectivity status, and network performance indicators,
potential security threats can be identified in a timely manner.
(2) Abnormal behavior detection

This study conducts in-depth analysis of system logs
and identifies potential threats through log analysis and
an anomaly detection tool: Splunk. Machine learning
algorithms are used to automatically identify and handle
abnormal behaviors. Log analysis involves collecting and
analyzing device operation logs to identify abnormal patterns
and behaviors. Anomaly detection tools train and detect
abnormal activities through machine learning models, and
trigger alerts [29-30].

The architecture process and abnormal behavior detection
process of the real-time network monitoring system are
shown in Figure 6(a) and Figure 6(b) respectively:
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Figure 6 Architecture of monitoring system and flowchart of abnormal behavior detection.

4. EVALUATION OF THE EFFECTIVE-
NESS OF SECURITY SYSTEMS

In this study, a detailed evaluation of the security of IoT
robots is measured by two indicators: vulnerability repair

rate and attack detection rate. The following are the specific
implementation steps and methods used.

4.1 Security Indicators

(1) Vulnerability repair rate

vol 34 no 4 July 2026

Vulnerability scanning and classification:

This study uses FAT as a scanning tool to conduct a
comprehensive vulnerability scan of IoT robots.  After
scanning multiple robots used for testing, the scanning results
are obtained, shown in Table 1:

Vulnerability repair and verification:

The detected vulnerabilities are repaired and retested after
the repair is completed. The detection results are shown in
Table 2. Only the number of vulnerabilities is displayed here.

According to the data analysis in Table 2, the system
shows significant results after vulnerability repair: all high-
risk vulnerabilities are effectively repaired; the repair rate
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Table 1 Vulnerability detection data.

Device ID  Vulnerability Description Impact Scope CVEID Number of High-risk Medium-risk Low-risk
Devices Vulnerabilities Vulnerabilities Vulnerabilities

Device 1 Remote Code Execution  All Versions of Operating CVE-2023-12345 5 1 1 0
System

Device 2 Privilege Escalation Application Permission CVE-2023-23456 5 0 1 1
Management Module

Device 3 Denial of Service Attack  Network Communication CVE-2023-34567 4 1 0 2
Module

Device 4 Information Disclosure Data Transmission Encryption CVE-2023-45678 4 0 2 0
Module

Device 5  Buffer Overflow System Kernel CVE-2023-56789 6 2 1 1

Device 6 SQL Injection Database Management CVE-2023-67890 6 1 1 2
Module

Device 7 Cross-Site Scripting User Input Handling Module CVE-2023-78901 7 1 2 0

Device 8 Directory Traversal File System Access Module CVE-2023-89012 7 2 1 1

Device 9 Security Authentication User Authentication CVE-2023-90123 6 1 1 1

Bypass Management Module
Device 10  Data Tampering Data Integrity Protection CVE-2023-01234 6 1 2 0

Module

Engineering Intelligent Systems
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Table 3 Attack detection data.
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Traffic sample Traffic data Normal traffic Number of Total amount Number of Number

number volume (GB) number attack traffic  of annotated attacks detected of false
data by the model positives

Data sample 1 20 10000 1000 11000 800 20

Data sample 2 15 8000 800 8800 650 15

Data sample 3 18 9000 900 9900 750 18

Data sample 4 25 12000 1200 13200 1000 25

Data sample 5 22 11000 1100 12100 900 20

Data sample 6 30 15000 1500 16500 1250 30

Data sample 7 20 10000 1000 11000 850 20

Data sample 8 28 14000 1400 15400 1150 28

Data sample 9 24 12000 1200 13200 1000 25

Data sample 10 18 9000 900 9900 780 20

of medium-risk vulnerabilities is also extremely high, with
only one case remaining unresolved; there are still three low-
risk vulnerabilities. The result calculated by the vulnerability
repair rate formula is about 86.7%, which strongly proves
that the system has efficient vulnerability detection and repair
capabilities and can handle most of the detected security
vulnerabilities. However, it is worth noting that the repair rate
for low-risk vulnerabilities is significantly lower compared
to high-risk and medium-risk vulnerabilities. This may be
attributed to the relatively low priority setting for repairing
low-risk vulnerabilities, resulting in a lack of equal attention
and handling in practical operations.

(2) Attack detection rate

This study deploys a machine learning-based intrusion
detection system (IDS) and a deep learning model LSTM in
an [oT robot system to monitor and identify potential network
attack behaviors. The data obtained from the testing is shown
in Table 3:

The performance evaluation indicators of the system for
detecting attacks, such as accuracy, recall, Fl-score, and
attack detection rate, are obtained by combining the data in
the table with Formulas (2)—(6), as shown in Table 4:

Based on the experimental results of the 10 different-sized
datasets listed in Table 4, the system demonstrates stable
performance. Its accuracy remains within the range of 93% to
96%, indicating that in the vast majority of cases, the system
can effectively distinguish between normal traffic and attack
traffic, achieving a lower false alarm rate. In terms of recall
rate, the system achieves a level of 88% to 92%, indicating
that it can capture most of the attack behaviors, although there
is still room for improvement to achieve the capture of all
potential threats. This situation could lead to optimization
of detection algorithms and improve forecasting extraction
strategies to further reduce missed detection.

As observed, the Fl-score remains steady between 91%
and 93.5%, which is a high-level indicator that represents
the system’s excellent balance for accuracy and recall, and
it shows that it can accurately detect and respond to attack
behaviors in complicated network environments. The attack
detection rate falls within the 80% to 87% range, which
means that the system is able to cover most attacks. In
order to ensure that future protection standards are higher,
optimization of algorithm performance, and application of
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more diverse detection feature sets are suggested in order to
decrease false alarm rates and improve protection effective-
ness.

In short, the performance of the IoT robot security system
is excellent overall in relation to detection of attacks with
high accuracy and a good F1 score. That said, as new network
threats continue to emerge, the system must still continue to
optimize recall and attack detection rates to provide a more
complete and efficient level of security protection.

4.2 Performance Indicators

(1) System response time

The changes in response time after constructing a security
system are measured by recording the average response
time of the system under different loads and comparing the
differences before and after building the security system.
The system response time is continuously monitored through
the performance monitoring tool PerfMon, and the impact
of the prevention system on overall system performance is
evaluated. After multiple tests, the average response time of
the system under different load conditions before and after
building the prevention system was obtained, as shown in
Figure 7:

In Figure 7, the blue bar represents the response time
before building the security system, and the orange bar rep-
resents the response time after building the security system.
After the building the security system, the average response
time and fluctuation of the system both increase, especially at
the maximum load, where the average response time changes
by 120ms. Despite the fact that adding the security system
causes the response time to change and the magnitude of
deviation to increase, the total amount of change remains
within predictable bounds, indicating that the introduction
of the security system has a limited effect on performance.
Such data is helpful for conducting a more in-dept analysis
of the performance of security preventive systems, providing
assurance that while the security advantage is being provided,
there is no significant deterioration in performance.

(2) Resource consumption

The impact of security systems on device resources such

as CPU and memory usage is assessed using these steps:
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Response time under different loads before and after building a security system
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Figure 7 System response time under different load conditions before and after building a security system.

first, the performance monitoring tool, top, is used to record
the resource usage before building the security system to
obtain benchmark data; subsequently gradually the various
security measures are integrated, including hardware attack
protection, firmware vulnerability management, operating
system vulnerability patching, malware protection, encrypted
communication, security protocol application, strong authen-
tication, access permission management, automatic update
mechanism, vulnerability patching management, real-time
network monitoring, and abnormal behavior detection. After
integrating each security measure, the resource usage of the
device is retested, and the new CPU and memory usage
are recorded for the purpose of comparative analysis. By
analyzing resource consumption data, it is ensured that the
security system can provide effective security protection
without significantly affecting system performance. The
experimental data obtained from the testing are shown in
Table 5:

The data in Table 5 shows that without any security
measures, the system’s resource consumption is relatively
low, and CPU and memory usages gradually increase
with increasing load. Subsequently, 12 security protection
measures are gradually integrated. As hardware attack
protection is integrated into the security system along with
firmware vulnerability management, the increase in CPU and
memory usages after integration is greater than that when
one protection measure is integrated. After the security
measures have been integrated, the CPU and memory usage
rates gradually increase, as follows:

Idle state: The CPU usage increases from 5% to 17%, and
the memory usage increases from 10% to 22%.

Low-load state: The CPU usage increases from 20% to
44%, and the memory usage increases from 30% to 54%.

Medium-load state: The CPU usage increases from 50%
to 74%, and the memory usage increases from 60% to 84%.

High-load state: The CPU usage increases from 80% to
104%, and the memory usage increases from 90% to 114%.
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Hence, it can be seen that after integrating security
protective measures, the resource consumption of the system
increases, but it does not have a significant impact on system
performance. Overall, these security measures not only
enhance the network information security of IoT robots, but
also have relatively little impact on system performance.

S. CONCLUSION

This paper provides a thorough examination of the possible
threats against the network information security of IoT
robots, and proposes measures for comprehensive prevention
including: hardware attack protection, firmware vulner-
ability management, OS vulnerability patching, malware
protection, encrypted communication, strong authentication,
management of access rights, automatic update mechanism,
vulnerability patching management and network monitoring
and anomaly detection. The experimental results show that
the set of prevention strategies can perform effectively in
terms of vulnerability repair rate and attack detection rate
with a vulnerability repair rate of 86.7% and an attack
detection rate where the rate is between 80% and 87%,
ultimately improving the overall level of security protection
of the IoT robots. Despite the application of security
mechanisms increased overall system resource consumption
and response time, and after extensive monitoring and
analyzing system performance, this study showed that the
overall impact is still within an acceptable level. Future
research directions should focus on optimizing detection
algorithms and proposals for feature extraction mechanisms
in order to better the effectiveness of security protection of
the IoT robots and continue to enable efficient operation and
information security of the system. These findings provide
valuable empirical data and guidance for research the security
of IoT robots and related fields, which can help promote the
development and application of IoT security technology.
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Table 5 Gradual performance changes of integrated systems under different loads.

Integrating  hardware

. attack protection and Integrating operaFlpg Integrating
No security system . system  vulnerability —malware
firmware vulnerability . .
patching protection
management
CPU Memory CPU Memory CPU Memory CPU Memory
usage (%) usage usage (%) usage usage (%) usage usage (%) usage
(%) (%) (%) (%)
Idle 5 10 7 12 8 13 9 14
Low load 20 30 24 34 26 36 28 38
Medium load 50 60 54 64 56 66 58 68
High load 80 90 84 94 86 96 88 98
. Integrating . Integrating
Integrating . Integrating
security access
encrypted strong -
o protocol . permission
communication o authentication
application management
CPU Memory CPU Memory CPU Memory CPU Memory
usage (%) usage usage (%) usage usage (%) usage usage (%) usage
(%) (%) (%) (%)
Idle 10 15 11 16 12 17 13 18
Low load 30 40 32 42 34 44 36 46
Medium load 60 70 62 72 64 74 66 76
High load 90 100 92 102 94 104 96 106
Inteerati Integrating Integrating
ntegrating vulnerability Integrating real-time abnormal
automatic update . .. .
. patching network monitoring behavior
mechanism .
management detection
CPU Memory CPU Memory CPU Memory CPU Memory
usage (%) usage usage (%) usage usage (%) usage usage (%) usage
(%) (%) (%) (%)
Idle 14 19 15 20 16 21 17 22
Low load 38 48 40 50 42 52 44 54
Medium load 68 78 70 80 72 82 74 84
High load 98 108 100 110 102 112 104 114
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